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Introduction 
 

 

Technology has become the unquestioned driver for change and business innovation. From widespread digital transformation to 

emerging and evolving artificial intelligence, new technologies are opening opportunities – and risks – as never before. To understand 

the impacts of new technologies, organizations rely on internal audit for assurance about their adoption and use of technology. This 

brief will address why technology assurance should be a routine part of any audit. It will cover key areas of vulnerability and discuss 

opportunities for internal audit to take the lead in bringing consistency and coordination that will deliver more effective technology 

audits.  

A central focus 

Because technology pervades every aspect of business, it is natural that technology assurance would already be a central focus for 

internal auditors. “There is underlying technology risk in essentially all that organizations do,” said Jim Pelletier, CIA, CGAP, senior 

product manager, TeamMate Audit Solutions. There is no longer any separation between operations and technology because 

technology enables operations and numerous other functions. Evaluating and assuring proper controls thus must include any related 

technology underlying a process. For example, while internal auditors might have once audited accounts payable — or any other 

function — and its systems separately, the functions and the systems are now completely intertwined, Pelletier said. “All that you 

audit involves some degree of technology assurance.”  
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Issues to Consider 

Third-party risks and data governance  
 

Recognizing key threat areas 

Because of technology’s prevalence, there are many issues to examine in providing technology assurance. This section will discuss 

several high-risk areas.    

Third-party relationships 

Research has shown that 98% of organizations globally have vendor relationships with at least one third-party that has experienced a 

breach in the last two years. Companies may also be affected by vendors’ downstream connections. A total of 50% of organizations 

have indirect relationships with at least 200 recently breached fourth-party vendors.1   

Organizations’ extensive dependence on and interrelatedness with third parties is a critical risk, particularly when a problem occurs. 

Third-party relationships may be especially vulnerable because many organizations incorrectly assume that a vendor is addressing all 

related risks and that no further review of their efforts is needed or that less rigorous oversight is adequate. 

These examples of companies that have suffered third-party data breaches show that any type of organization or industry can be 

affected:  SolarWinds  AT&T, Chick-fil-A, LinkedIn, T-Mobile, Uber, Okta, and Dollar Tree.2 

Technology or related services that third-party vendors provide might include web-hosting platforms and software-as-a-service (SaaS), 

outsourced data centers, or network security services. While the provider takes on responsibility for the services it offers, the 

organizations using those services must still ensure that they have the proper controls and risk management processes in place to see 

that the third party is fulfilling its obligations. “You can’t base your organization’s safety on the hope that the third party will do its 

job,” said Pelletier.  

Internal auditors should consider whether their organization has properly evaluated the third party and its associated risks. Internal 

audit may not carry out this evaluation, but it should consider how the organization is monitoring and managing its relationship and 

related risks and verifying that the third party has and is following proper controls. Pelletier recommended including a right-to-audit 

clause in the contract with the vendor so that internal audit can examine vendor processes and controls as needed, including after a 

breach. 

Data governance 

Organizations are collecting rapidly expanding volumes of data and leveraging it for use with emerging technologies such as artificial 

intelligence. Data can represent a critical risk for organizations because of the importance of maintaining data privacy. In addition, if 

leadership will be making key business decisions based on the data on hand, the organization must have confidence in data integrity 

and ensure that it is complete, accurate, and reliable. That includes understanding the reliability of the data source, particularly when 

working with generative AI.   

 
1 “SecurityScorecard Research Shows 98% of Organizations Globally Have Relationships With At Least One Breached 
Third-Party,” SecurityScorecard press release based on a study by SecurityScorecard and The Cyentia Institute, 
February 1, 2022. 
2 “Top Third-Party Data Breaches in 2023,” FortifyData, updated December 4, 2023. 

https://securityscorecard.com/company/press/securityscorecard-research-shows-98-of-organizations-globally-have-relationships-with-at-least-one-breached-third-party/
https://fortifydata.com/blog/top-third-party-data-breaches-in-2023/
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Organizations will need to guarantee that data is not vulnerable to hacking or other improper uses. “Organizations need to evaluate 

how data is processed and stored,” Pelletier said, as well as ensure that specific legal or regulatory requirements have been fulfilled, 

such as those related to information privacy. If the organization has given customers or business partners assurances about how their 

data will be used, it will need to ensure it is meeting its commitment. While management is responsible for data governance, internal 

audit can offer assurance that data governance controls are sufficient.  

Data should be stored for the shortest amount of time possible, according to the European Commission. Not only is storage costly but 

also, in the event of a breach, there is more data for hackers to access. Companies should have appropriate timelines on when data 

should be reviewed or deleted, keeping in mind any business, regulatory, or legislative requirements that would mandate longer 

retention periods for some materials. As an example, under the principles of the European Commission’s General Data Protection 

Regulation, the commission points to a situation in which a company maintains CVs from job seekers for 20 years, without taking steps 

to update them.3 This data will clearly be obsolete after a short period in many cases, given the rapid turnover in many jobs or 

industries. The person may miss out on an employment opportunity and the company may miss out on talented people if it relies on 

this outdated information pool when seeking workers for future openings, or the applicants’ personal details may be stolen if the 

organization is hacked.  

Some of the other technology areas where internal audit assurance can identify an organization’s failure to implement proper 

monitoring or protections include:   

• Access controls. Internal audit can examine whether user access reviews are conducted to ensure that only legitimate users have 

access to the inner workings of the organization’s technology. Among other things, reviews can identify whether a former 

employee or department member has unauthorized access to applications or infrastructure, according to the ISACA Journal. 

“This vulnerability can be exploited, resulting in financial and/or reputational loss to the enterprise,” it said.4 

• Cybersecurity. “Security patches, strong passwords, asset management, and employee security training go a long way toward 

staying safe online,” according to a Forbes article.5   

• Shadow IT. This term refers to situations in which employees purchase and implement technology without the knowledge or 

authorization of the IT department. The practice is growing with remote work and the increasing use of personal devices on the 

job. Risks include failure to fall under the IT team’s oversight or to follow the organization’s cybersecurity and privacy protocols 

and other guidelines.  

• Risks related to generative AI and other emerging technologies. The danger that employees may upload corporate, customer, 

or personal data to a public generative AI system is one significant concern. (The Institute of Internal Auditors’ AI Auditing 

Framework6  helps internal auditors understand risks and determine AI best practices and internal controls.)  

• Cultural considerations. Internal auditors can consider whether a lack of employee engagement or poor communication of 

technology guidelines or safeguards is a threat.   

• The impact of technology-related legislation or regulation. Organizations will need to monitor compliance needs related to new 

laws and standards issued in response to the significant changes that emerging technologies can mean for business and society.  

  

 
3 “For how long can data be kept and is it necessary to update it?” European Commission. 
4 “Effective User Access Reviews,” Sundaresan Ramaseshan, ISACA Journal, August 21, 2019. 
5 “16 Tech-Related Risk Factors Company Executives Often Overlook,” Forbes, December 21, 2022. 
6 The Institute of Internal Auditors’ AI Auditing Framework. 

https://commission.europa.eu/law/law-topic/data-protection/reform/rules-business-and-organisations/principles-gdpr/how-long-can-data-be-kept-and-it-necessary-update-it_en
https://www.isaca.org/resources/isaca-journal/issues/2019/volume-4/effective-user-access-reviews
https://www.forbes.com/sites/forbestechcouncil/2022/12/21/16-tech-related-risk-factors-company-executives-often-overlook/?sh=72a6ee8730b9
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The Value of Coordinated Efforts 

Aligning with second-line risk professionals 
 

Internal audit can help coordinate technology risk management 

One of the downsides of technology’s pervasive 

presence and impact is the risk that  

something will be overlooked when attempting to fully 

understand and provide assurance on this area. 

“Because there is so much to cover, there will be gaps,” 

Pelletier said. Given the many risks involved, to enhance 

its efficiency in its role as an assurance provider on 

technology adoption and usage, internal audit will want 

to get the best coverage of high-risk areas possible with 

the available resources.  

To enhance those resources, the internal audit function 

has an opportunity to align with second-line assurance 

functions such as information security, internal 

controls, risk management, and compliance, according 

to Pelletier. To provide senior management and the 

board with a higher degree of comfort that risks are 

being identified, internal audit can coordinate its 

activities with these functions to obtain a holistic 

picture of how technology assurance — and key 

technology risks — are being handled throughout the 

organization.  

While internal audit must remain independent of these 

second-line functions, coordination with them can help 

internal audit determine which risks are already being 

covered and to what degree. “Internal audit should not 

operate in a silo,” Pelletier said. In minimizing 

duplication of effort, alignment allows internal audit to 

focus its own resources on the most important risks. As part of the effort, internal audit can evaluate the work that second line 

functions are doing related to technology assurance. 

This alignment can also help to minimize “assurance fatigue,” which occurs when numerous functions ask department managers for 

reports on the same data or perform similar reviews. This can be avoided if internal audit and second-line functions work together to 

gather the core information they need.  

Internal audit can take on a leadership role in coordinating this alignment around assurance activities throughout the organization and 

making the best use of existing activities, Pelletier said. As a beginning, internal auditors can drive greater consistency in technology 

assurance efforts by determining if the risk management, compliance, internal audit, and other functions each have their own systems 

 
7 2023 North American Pulse of Internal Audit, The Institute of Internal Auditors, March 2023. 

Tech is top of mind for internal auditors 

Technology was a central focus in The IIA’s 2023 North American Pulse 

of Internal Audit7, which collects valuable benchmarking information 

from internal audit leadership about risk, audit plans, budgets, staff, and 

other hot topics.    

For example, when chief audit executives were asked how they would 

spend additional budget money if they had it, the second most common 

choice was technology. (Increased in-house staff came in first.) 

While reviews of compliance and operations are traditional priorities, 

internal auditors are also spending a great deal of time and effort on 

technology-related topics. In the Pulse survey, respondents said that 10% 

of their audit plans focused on cybersecurity and 9% on IT overall. The 

19% total was higher than the average amount of audit plans devoted to 

financial reporting (including ICFR), operations, and 

compliance/regulatory (excluding ICFR). Each one of those was the 

subject of 15% of audit plans.  

Finally, when respondents were asked to choose which issues posed high 

or very high risks for their organizations, their top three choices were all 

technology related:  

• Cybersecurity, which was chosen by a resounding 78%. 

• IT overall, at 57%. 

• Third-party relationships, which are often used for IT services, 

at 51%.  

https://www.theiia.org/globalassets/site/content/research/pulse/2023/2023-Pulse-of-Internal-Audit.pdf
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of evaluating and rating risk. In discussions with the board and management, these inconsistencies among the functions may present 

a confusing or perhaps seemingly incomplete picture. Internal audit can recommend and lead a coordinated effort using a common 

risk taxonomy. Communications about risk to the board and senior management will be more understandable if internal audit and 

second line functions are speaking the same language. All of these functions’ results or assessments don’t necessarily have to agree, 

but the terms and approaches they use should be consistent. 

 
8 “Deloitte and Society for Corporate Governance Board Practices Quarterly: Future of tech: Artificial intelligence (AI),” 
August 2023. 
9 “Artificial Intelligence: An Emerging Oversight Responsibility for Audit Committees?” Brian Cassidy, Ryan Hittner, 
and Krista Parsons, NACD 2024 Governance Outlook.  

Keeping an eye on AI 

With many companies still grappling with their use of AI 

and generative AI, internal auditors have an 

opportunity to drive better oversight of emerging 

technologies and their organizations’ use of them.  

In a survey8 by Deloitte and the Society for Corporate 

Governance of large and mid-cap companies done in 

2023, only 13% had a formalized AI oversight 

framework. Just 9% had revised corporate policies 

related to cybersecurity, risk management, records 

retention, and others to address AI use. However, the 

National Association of Corporate Directors noted that 

a year earlier, 94% of corporate respondents said that 

AI was critical to their company’s short-term success.9  

Despite the importance of AI, boards seem to have not 

yet gotten their arms around related concerns. The 

survey found that a total of 48% of respondent’s boards 

either weren’t considering AI yet or had not assigned 

responsibility for it (see chart). Among those that had 

assigned responsibility for AI, it was most likely to be 

under the oversight of the audit committee, which is 

often the group that they chief audit executive reports 

to. Internal audit can add considerable value by helping 

organizations to recognize and address the disconnect 

between the importance of AI and their own response 

to it. 

16%

8%

7%

5%

29%

19%

0% 10% 20% 30% 40%

Audit committee

Full board

Risk committee

Technology
committee

Neither board nor
committee

This topic is not
yet being

discussed at the…

Source: Deloitte and Society for Corporate Governance Board Practices Quarterly: 

Future of tech: Artificial intelligence (AI), August 2023. 

Note: Other/don’t know responses not included in chart.  

 

Who has primary oversight for AI 

on the company’s board? 

https://instofinternalauditors-my.sharepoint.com/personal/robert_perez_theiia_org/Documents/Desktop/GKBs/2023/Q4%20-%20Cybersecurity/Cybersecurity%20Part%203/Deloitte%20and%20Society%20for%20Corporate%20Governance%20Board%20Practices%20Quarterly:%20Future%20of%20Tech:%20Artificial%20Intelligence%20(AI)
https://www.nacdonline.org/all-governance/governance-resources/governance-research/outlook-and-challenges/2024-governance-outlook-projections-on-emerging-board-matters/Artificial-Intelligence-An-Emerging-Oversight-Responsibility-Audit-Committees/
https://www2.deloitte.com/us/en/pages/center-for-board-effectiveness/articles/future-of-tech-artificial-intelligence.html
https://www2.deloitte.com/us/en/pages/center-for-board-effectiveness/articles/future-of-tech-artificial-intelligence.html
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Conclusion 
 

 

Technology assurance that identifies risks and roadblocks is already well integrated into internal audit’s role. While maintaining a 

focus on some of the greatest technology-related vulnerabilities, internal audit can also promote improved coordination of efforts to 

ensure a fuller and more accurate picture for risk managers and stakeholders. The steps outlined in this brief can help ensure that the 

organization’s overall approach to technology risk and the audit plan adequately address potential technology risks.  
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focus on some of the greatest technology-related vulnerabilities, internal audit can also promote improved coordination of efforts to 

ensure a fuller and more accurate picture. These steps can help ensure that the organization’s overall approach to technology risk and 

the audit plan adequately address potential technology risks.  
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